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The DOL Fiduciary Rule is long gone, but what does
that mean for you, an existing fiduciary? The death of
this rule has little-to-no impact on your fiduciary duty,
so let’s review what you’re responsible for.

#fiduciary #401k #retirement
#employertips

THE DOL FIDUCIARY RULE IS DEAD,
BUT YOU'RE STILL A FIDUCIARY

THE DOL RULE IS DEAD

WHAT THIS MEANS FOR PLAN SPONSORS

On June 21, 2018 the 5th Circuit Court of Appeals vacated the

So how does the demise of the DOL Fiduciary Rule affect

requirements of the U.S. Department of Labor’s (DOL) Conflict

plan sponsors? It basically has little-to-no impact on a plan

of Interest Rule—more commonly referred to as the “DOL

sponsor’s existing fiduciary responsibility. According to the

Fiduciary Rule”—thus killing the rule entirely. Despite this

DOL’s Meeting Your Fiduciary Responsibilities any individual

news, the death of the DOL Fiduciary Rule does not alleviate

who uses “discretion in administering and managing a plan

a plan sponsor from being a fiduciary when sponsoring an

or controlling the plan’s assets makes that person a fiduciary

ERISA-covered retirement plan, such as a 401(k).

to the extent of that discretion or control.”1 The following are

The primary purpose of the DOL Fiduciary Rule was two-fold:
1) Broaden the existing definition of investment advice; and

common fiduciary activities:
—— Selecting, monitoring or replacing plan investment
options

2) Ensure that Financial Advisors and other professionals
who provide investment advice on ERISA retirement plan
and IRA assets do so absent any conflicts of interest—
basically making all Financial Advisors who work with these
types of assets ERISA fiduciaries. Note, unlike how we at FNL

—— Hiring, monitoring or firing of a plan service provide
(e.g., recordkeeper, TPA, Financial Advisor)
—— Timely depositing participant deferrals from their
paycheck into the plan’s investment options

interact with our clients, there are still many Financial Advisors
today who do not or cannot act as an ERISA Fiduciary to their

—— Investing participant monies in the absence of a

Client’s retirement plan. We at FNL have put in writing that we

participant’s affirmative investment instructions (i.e.,

are acting as an ERISA Fiduciary to our Client’s Plans and have

selecting a default investment option)

done so for well over ten years.

1

Department of Labor. “Meeting Your Fiduciary Responsibilities.” DOL.gov. Sept 2017
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—— Interpreting plan document provisions (e.g., determining

In applying all of these specific duties, it should be noted that

if a loan or hardship withdrawal meets the plan’s

fiduciary conduct under ERISA is not measured by the results

definition)

achieved from fiduciary decisions, but rather by the process
followed in making those decisions. According to ERISA

WHO IS A FIDUCIARY?
Every ERISA plan must have a “named fiduciary” listed in the
plan’s governing documents, and most often the employer is
identified as the named fiduciary. But the named fiduciary
can also be identified by individual employee name(s),
position title(s) (e.g., CFO, CEO) as well as by committee (e.g.,
investment committee, plan committee). Named fiduciaries
may also outsource their specific fiduciary functions to
third parties who have the desired expertise to assist
with plan administration, investments and management
responsibilities. Note, even though certain functions may be
outsourced, the named fiduciary still bears ultimate fiduciary
responsibility for oversight of the plan and any outsourced
fiduciary responsibilities.
But beware. Any person who acts or possesses fiduciarylike powers (i.e., exercises discretionary control over plan’s
management or assets) can be deemed to be a “functional
fiduciary”, whether or not said person is listed as a named
fiduciary.

Therefore, it’s imperative that plan sponsors

identify all individuals within their organization who are
considered an ERISA fiduciary.

attorney Marcia Wagner, “Given the procedural nature
of these [fiduciary] requirements, a 401(k) plan sponsor
can achieve compliance with ERISA’s fiduciary standards
by adopting and maintaining a prudent process. Plan
fiduciaries are typically judged by how they arrive at their
investment decision with the information then available
to them.”2 This is why many plans will adopt an Investment
Policy Statement (IPS) to guide plan fiduciaries on selecting,
monitoring and potentially replacing investment options.
Serving as an ERISA fiduciary should not be treated lightly, and
despite ERISA-specific requirements for fiduciary conduct,
those serving in a fiduciary capacity should not become
overwhelmed. Plan sponsors should first require all those
individuals within their organization serving as a fiduciary to
read the DOL’s Meeting Your Fiduciary Responsibilities as a
primer to this topic.
Also, talk to your property and casualty insurance provider
about purchasing fiduciary liability insurance—optional
insurance which protects plan fiduciaries in the unlikely event
there is a breach of fiduciary responsibility. Note, fiduciary
liability insurance is different from the ERISA-required fidelity
bond, which protects plan assets from theft/embezzlement.

FULFILLING YOUR DUTY
Recognizing all those serving in a fiduciary capacity is
essential because ERISA mandates all fiduciaries to conduct
themselves in accordance with the following duties:
—— Duty of Loyalty - The duty to act solely in the interest of

Lastly, if you have additional questions or need help
understanding and managing your fiduciary duty, we may be
able to help. We are happy to provide additional resources,
access to tools and education programs to help fiduciaries
manage liability.

the plan participants and their beneficiaries.
—— Exclusive Purpose Rule - The duty to ensure that plan
expenses are reasonable.
—— Duty of Prudence - The duty to act with the same degree
of skill, care, prudence and diligence that a prudent
person in a like capacity and familiar with such matters
would use.
—— Duty to Diversify - The duty to diversify plan investments
in order to minimize the risk of large losses.
—— Plan Governance Rule - The duty to follow the
documents and instruments governing the plan to the
extent they are consistent with ERISA requirements.

2

Wagner Law Group. "The Different Roles and Responsibilities of 3(16), 3(21) and 3(38) Fiduciaries."
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Understand the in’s and out’s of 401(k)
loans: rates, amounts, repayment, and loan
programs. We’ve outlined the details in our
newest plan sponsor guide.

#fiduciary
#401k vretirement
#employertips
#401kloans #loans

Although not required by law, many 401(k) plans offer a loan
provision as a way for plan participants to access money
prior to retirement. The thinking is that more employees
will contribute to the plan if they know they can tap into
their savings should they incur an unexpected expense
while working; conversely, if employees can only access
their savings at retirement, employees may decide not to
contribute at all.

RATES & LOAN AMOUNTS
The loan rate is determined by the plan (i.e., the plan sponsor

PLAN SPONSOR
GUIDE:
UNDERSTANDING
401(K) LOANS

or plan fiduciaries) and is usually equal to prime rate plus
1%. Plans will often set a minimum loan amount of $1,000
due to the administrative work involved in processing them.
The maximum loan amount allowed by law is 50% of the
participant’s vested account balance up to $50,000.
Special considerations are available for participants affected
by certain natural disasters and it’s a best practice to check
the IRS’ website for more information.
While loan rates and minimum loan amounts are fairly

The recent enactment of the Tax Cuts and Jobs Act of 2017
(TCJA) makes changes to 401(k) loan repayment options,
which should prompt plan sponsors and plan administrators
to re-evaluate their existing loan program, processes and
procedures.

This article will provide an overview of the

loan provision and offer a list of considerations that plan

consistent across all plans, there is less commonality on the
number of permitted outstanding loans. Recent findings
from the PLANSPONSOR 2017 DC Survey: Plan Benchmarking
reveal that 59% of plans offering loans only offer one loan,
31% offer 2 loans, while 9% offering 3 or more outstanding
loans.1

sponsors can use when adding or modifying an existing loan
feature to their plan.

1

PLANSPONSOR. "2017 DC Survey: Plan Benchmarking." Dec. 2017

LIFT RETIREMENT

5

Offering plan participants the ability to have more than one

This is good news for participants as they now have a greater

outstanding loan may feel like a gratifying gesture on behalf

time period to affect a tax-free rollover of their outstanding

of the employer. However, participants may view this as

loan offset, however, according to Drinker Biddle, a law firm

an endorsement by the plan sponsor to simply take a loan

specializing in employee benefits, “plan sponsors may wish to

whenever money is needed.

coordinate administration of their plan loan offset rollover rules

The Pension Resource Council in 2014 revealed that
participants who have access to multiple loans are more

with the plan’s third-party administrator (TPA) in order to avoid
inadvertently ‘defaulting’ the participant’s plan loan.”3

likely to borrow in the first place: “This is suggestive of a

While a loan feature may help increase plan participation

buffer-stock model also found among credit card borrowers.

and be viewed as a positive outcome, participants taking

In other words, given the ability to borrow multiple times,

loans are reducing their overall retirement savings. Here’s

workers are more willing to take the first loan, given that they

why:

retain slack borrowing capacity for future spending needs.”2

1.

balance where earnings can grow tax-deferred.

LOAN REPAYMENT

2.

Loan repayment schedules are set-up to include substantially

than a reasonable rate of investment return.

interest and must be repaid within 5 years. However, if the

3.

loan is for the purchase of a primary residence the plan may

4.

years; max by law is 30 years.

The loan principal and interest are repaid with aftertax money, but the participant will still pay taxes on

Distribution of loan proceeds are not considered a

have options in how they wish to treat defaulted loans.

Some plans will restrict a participant from actively
contributing to the plan while repaying the loan.

permit a lengthier repayment time period, such as 5 to 15

taxation, unless the participant defaults on the loan. Plans

The interest rate, while fairly low compared to other
commercially available loan options, is usually less

equal periodic payments which include both principle and

distribution of plan assets and thus are not subject to

The loan amount reduces the overall 401(k) account

that money upon distribution in retirement.
All of these items together are a recipe for hindering the
advantages of tax-deferred savings inside a 401(k) plan.

One common option is a “deemed distribution”. Upon a
defaulted loan, the outstanding loan amount becomes a

LOAN PROGRAM CONSIDERATIONS

taxable distribution of plan assets, plus 10% tax-penalty if

If the purpose of a 401(k) plan is to help employees save

the participant is under age 59½.
Another option for handling a defaulted loan is a plan “offset”,
where the participant’s account balance is reduced or offset
by the unpaid portion of the loan. This offset amount is
treated as a distribution of plan assets which is eligible for
rollover. Until recently the participant would have up to

for retirement, it may seem counterintuitive to offer a loan
provision, which if utilized, will have a negative impact on
the participant’s retirement nest egg.

For plan sponsors

who feel it’s important to offer access to these funds prior to
retirement, feel free to contact us for a checklist to consider
when designing a loan program.

60-days to rollover the outstanding loan amount into an
IRA or another eligible tax-qualified employer plan to avoid
a taxable distribution. Effective January 1, 2018, the TCJA
extends the usual 60-day time-period until the participant’s
federal tax filing deadline, including extension, if the plan
offset is due to the participant’s termination of service or an
entire plan termination. Note: the 60-day rollover period still
applies to actively employed participants who default on a loan
while still working for the employer.

2

Lu, Mitchell, Utkus and Young. "Borrowing from the Future: 401(k) Plan Loans and Loan Defaults." Feb. 2014

3

Kong, Gelula and Novak. "Plan Sponsor Update - The Impact of
Tax Reform on Qualifies Plans and Fringe Benefits." Jan. 2018
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HACKED!

Anybody can be at risk
for a cyber attack.

IS YOUR RETIREMENT PLAN AT
RISK FOR A CYBER ATTACK?

Why is cybersecurity important and
what can you do to protect plan
assets and information?

#401k #retirement
#cybersecurity

Cyber crime is on the rise worldwide. As a result, growing numbers of
organizations are taking critical steps to protect their valuable electronic data from hackers
and other cyber criminals — a process known as cybersecurity. It’s serious business, and a
trend to which retirement Plan Sponsors and Committees should pay close attention.

In 2015, IBM’s chair, president and CEO Ginni Rometty

Moreover, information security research firm and publisher

said,

every

Cybersecurity Ventures predicts that, by 2021, cybercrime

Last year, billionaire investor

will cost the world $6 trillion annually.4 A single successful

and businessman Warren Buffett echoed that sentiment,

cyber attack can cost an organization more than $5 million,

claiming

“Cyber-crime

is

the

company in the world.”
that

1

“cyber-attacks

greatest

are

a

threat

bigger

to

to

or $301 per employee, according to the Ponemon Institute.

humanity than nuclear weapons.”2 In short, cyber-crime is

threat

Clearly, the costs related to cybersecurity threats are

extremely dangerous, and many businesses are vulnerable

significant.

to cyber-attacks — some without even knowing it.

WHY IS CYBERSECURITY IMPORTANT?
Thanks largely to the proliferation of high-profile cyber
attacks and data breaches that hit organizations in 2017
(including Equifax, which exposed the personal information
of nearly half of Americans), Gartner Group has estimated

Beyond the expenses related to a potential cyber attack, there
are a number of reasons why retirement plan sponsors and
committees should focus on specific cybersecurity efforts to
protect their plan assets and information. For starters, if you
think your plan isn’t a target, think again. It’s not a matter of
if, but when your plan gets hacked.

worldwide cybersecurity spending will reach $96 billion in

Here’s why: Recently, cyber attackers have begun to set

2018.3

their sights on plan sponsors themselves rather than their
recordkeepers and custodians because they know that
the former typically lack the sophisticated cybersecurity

Morgan, Steve. "Top 5 Cybersecurity Facts, Figures
and Statistics for 2018.
2

Oyedele, Akin. "BUFFETT: This is the Number One
Problem with Mankind." May 2017.

3

Crowe, Jonathan. "10 Must-Know Cybersecurity Statistics for 2018."
Feb. 2018
Morgan, Steve. "Cybercrime Damages $6 Trillion by 2021." Oct. 2018
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Cyber criminals also know that defined contribution (DC)
plan sponsors and their vendors manage large amounts
of money, and in so doing, collect highly sensitive personal
data from plan participants and their beneficiaries, including
names, address, birthdates, and Social Security numbers.
This information is extremely valuable to hackers because
most of it is permanently associated with an individual and
can’t be changed or cancelled like a credit card or bank
account information.
Enrollment data such as account balance, direct deposit
and compensation/payroll information is also at risk, and
therefore, potentially vulnerable to a cyber attack if not
properly handled and protected by plan sponsors and their
third party vendors. Therefore, it’s critical for sponsors to
address cybersecurity within their own organizations, as
well with vendors such as recordkeepers, trustees, TPAs and
investment advice providers, which receive personal data
from the plan.

7

WHAT IS MY RESPONSIBILITY?
While retirement plan information is protected under specific
regulations, there are no comprehensive laws that protect plan
sponsors and service providers against cyber threats, like there
are for group health plans (i.e., the Health Insurance Portability
and Accountability Act, or HIPAA). Nonetheless, plan sponsors
must act in a fiduciary capacity under the best interest clauses
of the Employee Retirement Security Income Act (ERISA), the
law that governs retirement plans. In addition, sponsors must
adhere to the data privacy requirements for electronic notices.
The following graphic breaks down the regulatory guidelines
for plan sponsors’ fiduciary duties related to cybersecurity and
electronic distribution of plan information:
Several states also have laws governing the protection of
employees’

social

security

numbers

and

employers’

responsibilities to notify employees in the event of a security
breach. However, these laws are designed to regulate the
employer rather than the plan sponsor, so ERISA would likely

Some examples of cyber threats to retirement plans

take precedence in a retirement plan-related cyber attack.

might include fraudulent distribution or loan requests, or
ransomware attacks and phishing techniques where a hacker
might obtain log-in credentials (i.e., through a stolen laptop

WHAT CAN I DO TO PROTECT PLAN
ASSETS AND INFORMATION?

or mobile device storing personal data and passwords) to

Most organizations take a reactive approach to cyber attacks,

access participants’ account information online.

addressing them only after an incident has occurred. However,
that can be expensive, complicated, and mostly ineffective.
Plan sponsors have an opportunity to proactively address and

Regulations and Cyebrsecurity
F i d u c i a r y The selection and monitoring of service providers is a
Obligations
fiduciary act

their ability to prevent, detect and respond to cyber attacks.

The decision makers must act prudently and solely in the
interest of the plan participants and beneficiaries

BE PROACTIVE

Plan fiduciaries are liable for ailing to prudently select and
monitor service providers

Cyber threats are evolving and becoming more sophisticated

This may include prudence in selecting and monitoring
service providers to ensure they maintain adequate cyber
security practices and protocols

try to stay one step ahead of hackers by heightening their

ERISA
and If plan notices are disseminated electronically, the plan
e l e c t r o n i c sponsor (and not the service provider) is required to
distribution
of protect the confidentiality of person data
plan information
Similarly, plan sponsors are required to take measures
to ensure websites with plan information are secured to
protect the confidentiality of person information

Source: Callan

manage cyber security risks using a variety of tactics to improve

every year. As such, plan sponsors must do their best to
cybersecurity defenses to protect the personal information of
participants and their beneficiaries.
Retirement plan fiduciaries can take proactive steps starting
with their IT firewalls and prudent password construction. We
hope this article provided several key steps plan sponsors and
retirement committees can take to boost their cybersecurity
protections and fortify their plans against insidious cyber
attacks.
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